Sistem lzleme ve Dizayn Fonksiyonlart

Network Operation Center
: | (NOC) Hizmeti kapsaminda
Alarm Izleme ve Monitoring N N Mail, Sistem, Dashboard,
Hizmetlerinin Dizayn & Telefon vb kanallarindan gelen

e uyarilarin, Vakalarin takibi,
Analiz, Dizayn, Kurulum ve : . :
: . o belirlenen sirecle isleme
Isletme sireclerinin

Miisteri Projeleri Cagri stirdiirilmesi. alinmasi, ¢ozlimesi, eskale
Sureclerinin Dizayni ve Is edllmet5|., surecin ugtan uca
Analizi takibi ve raporlamasi

Zabbix izleme Yaziliminin

Danismanlik Hizmetlerinin
verilmesi.
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NOC lzleme Ekibi Fonksiyonlari

e Ekran Izleme A
e Sistem Mail Bildirimi
e Manuel Mail veya Telefon Bildirimi
Bildirim  « otomatik Sistem Cagrisi
/
N

e Belirlenen Prosedirlere gore Degerlendirme ve Takip

e Ariza / Hizmet Tip ayrimi, buna bagl ilgili ekipleri belirlenmesi,
] e Aninda Eskalasyon
Takip e Takip sonucu (Buffer siire) Eskalasyon

4

>

e Belirlenen prosedurlere gore ilgili ekiplere eskalasyon, surec takip
ve 3.Parti firmalar koordinasyon.

Aksiyon
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NOC Merkezi




Ornek Dashboard Ekranlari

All dashboards 4 VM All Systems <€ Foomout >
Fabbix_Servers Firewall 1 Internet Switch 1 Internet Switch 2 Back-bone Back-bone2 Stop slideshow
System information Host availability i
FParameter Value Details Available Mot available Lnknown Total A /
Zabbix serveris running Yes localhost 10051 Zabbix agent _ 364 -, -~
Mumber of hosts (enabled/disabled) 1379 1292187 SHMP a1a
Number of templates 350 o .
Problems by severity
Mumber of items (enabled/disabledinot supported) 375256  346681/8232120343
Mumber of triggers (enabledidisabled [problemiok]) 238245 233941 /5304 [1995 1 231948] . -
Mumber of users (online) 38 1 4 I \
Required server performance, new values per second 5356.93
Problems Do Map
Time = Recoverytime  Status Info Host Problem = Severity Duration Ack  Actions =L _-__-. _l__ =.,=r é
18:00 ']l, N = =
11:53:30 » FROELEM Mo 2, % ; %
Today % :_:: —
2023-04-06 20:21:09 = PROBLEM Mo @ g !
2023-04-06 20:19:18 ! FROELEM Mo g2
2023-04-06 03:00:29 % FROELEM Mo 2,
20253-04-06 03:00:28 | PROBLEM — F3-1 No % Host availability
2023-04-06 03:00:22 i PROBLEM  F3-Z2 Mo G2, Availaple Mot available Unknown Tot
2023-04-06 03:00:21 = PROBLEM  F51 Mo 2, Zahhix 0
2023-04-06 03:00:20 | PROBLEM  F52 No 2, agent
2023-04-06 03:00:19 ! PROBLEM  F51 Mo 2, SHlP _ 18
20230635 173000 | rosen sapon w2
R romen 06T o
po23 0008 215804 | PROBLEM  Zabbixserver |Hiah memoneutiization (>8086 forSmh o sd20n3em N



Ornek Dashboard Ekranlar

Global view =J:

All dashboards / Global view

Problems by severity

Host group a Disaster High Warning

Ag ve Guvenlik_bolge Warning

Ag ve Guvenlik

Problems
Time v Recovery time Status Info Host Problem » Severity Duration Ack Actions Tags
2023-04-07 16:45:10 = PROBLEM BURSA_SWO1 No 37
2023-04-07 16:44:59 = PROBLEM KAYFW No 37,
2023-04-07 16:44:54 PROBLEM BURFW No 37
2023-04-07 16:43:18 » PROBLEM ANTALYA Toplanti Odasi No J3

Yesterday ©

2023-03-31 15:52:02 PROBLEM VK-Bilgi Teknolojileri 8d1h5m  No 5

2023-03-2318:53:44 » FROBLEM DTM Tablet Dali Toplanti Odasi 15d 22h 3m No 5
March ©

2023-02-01 18:07:09 » PROBLEM VK-Cisco Meric_Toplanti Odasi Tablet Umraniye 2m 5d 22h No J5

2023-02-01 17:52:10 = PROBLEM VK-Cisco_Meric_Toplanti Odasi_Umraniye 2m 5d 23h No 15

ANA EKRAN DIZAYN



Ornek Dashboard Ekranlari

Sistem_Odalari =]

All dashboards ¢ Sistem_Cdalari

£  Zoom out Last 1 hour (©
Sistem Odalan Sicakhk izleme
0C
AC
20cC
15C
4-08 16:01 4-05 16:04 4-08 16:03 4-08 16:12 4-08 16:13 4-08 16:19 4-08 16:22 4-08 16:26 4-08 16:30 4-08 16:33 4-08 16:37 4-08 16:40 4-05 16:44 4-08 16:43 4-08 16:51 4-08 16:55
= ODTU_Klima_2_SistemOdasi: Return Air Temperature = ITU_Klima_2_SistemOdasi: Return Air Temperature == ODTU_Klima_1_Sistern_0Cdasi: Return Alr Temperature == |TU_Klima_1_3SistemOdasi: Return Air Temperature
Sistem Odalan UPS Giris Voltaji izleme
250 VAC
240 VAC
e e — ______.-—-—-.___.—-—_
m— ——— e e — —_— e — —
— mm % .= 1} =
S— e e —— e —— —— — —-._...--"""_
}::__—_ T ——— !
S R ——— i T — e, s e
220 VAC
200 VAC
180 VAC
4-05 16:00 4-05 16:04 4-05 16:03 405 16:1 4-0516:15 4-05 16:19 4-05 16:22 4-05 16:26 4-05 16:30 4-0516:33 405 16:37 405 16:41 4-05 16:44 4-05 16:45 4-05 16:52 4-05 16:55

= ODTU_UPS_Sistem_Odasi: UPS Input Voltage A == ODTU_UPS_Sistem_Odasi: UPS Input Voltage B == ODTU_UPS_Sistem_0Odasi: UPS Input Voltage C == Dudullu_UPS_Sistem_0Odasi: UPS Input Voltage A == Dudullu_UPS_Sistem_0Odasi: UPS Input Yoltage B

SISTEM ODASI SICAKLIK-VOLTAJ TAKIBI




Ornek Dashboard Ekranlari

Sunucu Sistemleri ve Hizmet Uyum

Edi dashboard E

All dashboards / Sunucu Sistemleri ve Hizmet Uyum

Host availabilify
0
13 Warning
Total
Problems
Timev  Recovery fime Status Info Host Problem * Severify Duration Ack  Actions  Tags
16:44:07 » FROBLEM IDNSSRVO1D _ 1Tma%s Mo Application: Services "
16:00 0
154407 » 16:38:07 RESOLVED IDNSSRVO1D  "BITS" (Background Intelligent Transfer Service) is not running (startup type automatic delayed) 34m No Application: Services "
15.00 ©
144407 » 15:38:07 RESOLVED IDNSSRVOID  "BITS" (Background Intelligent Transfer Service) is not running (startup fype automatic delayed) 4m No Application: Services e
141307 » 14:38:07 RESOLVED IDNSSRVOID  "BITS" (Background Intelligent Transfer Service) is not running (startup fype automatic delayed) 2m No Application: Services e
1400 0

SUNUCU SISTEM TAKIBI



Ornek Dashboard Ekranlari

ITU Isi ve Nem Sensor Sistem Odasi

26C T :
24 c - - - - - P - - - - - -~ —~ - — ‘i
22 C > - - - - - -- - - - - - - - - - ;
20 C
i8 C ' ' : s
s 2 = = = =2 =2 S5 94 3 85 8 82 S 3 8 3 $2 F 3B T 3 4835323 2 s 2=
g s B NN BN ESE R B ENR BSOS nNE s N s MmN E R LN R
—4 =4 —e
oo oo
< <@
= =
last min avg max
Bl Temperature [avgl 25.2 C 24.9 C =~ 3 I & 25.5 C
< Trigger: High Temperature* >==27 C inlITU Isi ve Nem Sensor Sistem Odasi - 25.2 C [=== 27]
< Trigger: Low Temperature* ==15.1 C inITU Isi ve Nem Sensor Sistem Odasi - 25.2 C [== 15.1]
@ Trigger: High Temperature* >==28 C inITU Isi ve Nem Sensor Sistem Odasi - 25.2 C [>= 28]
All dashboards [ Sistem Odalarn

Sistem Odalan - 1s1 Nem Semsori - Sicaklik 0 4k o+ sistem Odalar - Isi Nem Semsérii - Nem

o6 C% 253

208C - 28
156C

21

104C - 2023-04-05 20:32:51 14].

W ITU Isi ve Nem Sensor Sistem Odasi: Temperature: 23.2 C

s2c - Tl
gc > 0 >
4-06 00:48 4-06 11:31 4-06 22:14 4-07 08:57 4-07 19:40 4-08 06:23 4-0817:05 4-06 02:11 4-06 12118 4-06 22:24 4-07 08:31 4-0718:38 4-08 04:44 4-08 14:31
== | T Isi ve Nem Sensor Sistem Odasi: Temperature ™ dudullu_isi_nem_sensor. Temperature = [TU Isi ve Nem Sensor Sistem Odasi: Humidity = dudullu_isi_nem_sensor. Humidty

SISTEM ODASI ISI NEM TAKIBI
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Ornek Dashboard Ekranlari

Firewall -1: Interface UYAP(): Network traffic Firewall -1: Interface Vian_152(INTERNET): Network traffic Firewall -1: Interface Po_1(To_WAN): Network traffic
1000 bps |2 4xbps | 2 20 Kbps T2
500 bps 1 2Kbps 1 10 Kbps 1
0bps - . .0 Obps ' ' -0 Obps -0
me 5 88 8338 88 88 88 8 8 = me 5 838 888 88 8 2 8 8 28 8 W me 5 88 38388 88828828 8 8 &
@R g 88 82 R AR z8 8847 7 TR 2 38 B AR A 23 88N A3 a2 o 88 2 A S A28 88 R 7 8
8 3 s 3 3 3
< o < 4 b | o
o o o < < Q
last min g fast last mif
B Interface UYAP(): Bits received favg] S572bps 568bps 5714 M interface Vlan_152(INTERNET): Bits received [avg] 1.83Kbps 7 [Binterface Po_1(To_WAN): Bits recelved favg] 15.38Kbps 13.98
B interface UYAP(): Bits sert [avg] 0 bps 0 bps H interface Vian_152(INTERNET): Bits sent [avg] 0 bps M Interface Po_1(To_WAN): Bits sent [avg] 64 bps 48
W Interface UYAP(): Outbound packets with errors  [avg] 0 0 B interface VIan_1S52(INTERNET): Qutbound packets with errors  [ava] 0 B Interface Po_1(To_WAN): Qutbound packets with errors  [avg) 0
B Interface UYAP(): Inbound packets with errors [ava) 0 0 B Interface Vian_152(INTERNET): inbound packets with errors [ava) 0 M Interface Po_1(To_WAN): Inbound packets with errors [ava) 0
[ interface UYAP(): Outbound packets discarded  [avg] 0 0 B interface Vian_152(INTERNET): Outbound packets discarded [ava] 0 @ Interface Po_1(To_WAN): Qutbound packets discarded  [avg] 0
B Interface UYAP(): Inbound packets discarded [avg) 0 0 B Interface Vlan 152(INTERNET): Inbound packets discarded [avg] 0 M Interface Po 1{To WAN): Inbound packets discarded [avq] 0
) Firewall -1: Interface Po_2(To BACKBONE): Network traffic Firewall -1: Interface TT-Trend Micro{TURK TELEKOM): Network traffic Firewall -1; Interface COTURN(): Network traffic
6Gbps [ 15 1000 bps | 2 4Kbps T2
4Ghps | 10
S00 bps 1 2Kbps 1
2Gbps ‘A 0s
0bps - 0 Obps — 0 0bps 0
me 5 88 8 8 8 8 8 8 8 288 8 8 = me 5 8§88 8 88 88 88 8288 8 & - 8 & 8 8 8 e 8 8 8§ 8 8 8 8 e 8 =
MmN 3 38872 2d& 3z 8 88823 & "N g 838 8" A S8 gs g8 a8 a2 388 2 A2 Ng o 88 R A 8
5 2 | . 2 -
. . .r - - -
Q < o Q o o
last la: last min
M interface Po_2(To_BACKBONE): Bits received [avg] 2.02Gbps 2. M interface TT-Trend Micro{TURK TELEKOM): Bits received [avg] 572 B Interface COTURN(): Bits received [avg] 3.38Kbps 3,34 Kbps
Bl Interface Po_2{To_BACKBONE): Bits sent [avg] 64 bps B Interface TT-Trend Microl TURK TELEKOM): Bits sent [avg] 0 B Interface COTURN(): Bits sent [avg] 0 bps 0 bps
B Interface Po_2(To_BACKBONE): Outbound packets with errors  [avg) 0 B Interface TT-Trend Micro{TURK TELEKOM): Outbound packets with errors  [ava) B Interface COTURN(): Outbound packets with errors  [avg) 0 0
H interface Po_2(To_BACKBONE): inbound packets with errors [avy] 0 B interface TT-Trend Micre{TURK TELEKOM): Inbound packets with errors [ava] B Interface COTURN(): inbound packets with errors [ava] 0 0
B Interface Po_2(To_BACKBONE): Outbound packets discarded  [avg] 0 B Interface TT-Trend Micro{TURK TELEKOM): Outbound packets discarded  [avg] @ Interface COTURN(): Outbound packets discarded [avg) 0 0
B Interface Po 2(To BACKBONE): Inbound packets discarded [ava) 0 B Interface TT-Trend Micro{ TURK TELEKOM): Inbound packets discarded [ava) B Interface COTURN(): inbound packets discarded [avg) 0 0

FIREWALL SISTEM TAKIP
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Ornek Dashboard Ekranlari

Internst Sw - 1 (172.20.0.4) Internst Sw - 2 (172.20.0.5)
Latency (now): 0.5ms Latency (now): 0.55ms

oK oK

o E i
/T —— )

Backbone - 1 (172.20.0.2)
Latency (now): 0.45ms

Backbone - 2 (172.20.0.3)
Latency (now): 0.34ms

oK oK

—

firewall-2 (172.20.0.15)
— Latency (now): 0.14ms

Load Batancer 1 (172.20.0.13)

Latency (now): 0.2ms

OK firewall-1 (172.20.0.14)
Latency (now): 0.16ms

oK

10G ToR Sw -1 (172.20.0.6) 10G ToR Sw -2 (172.20.0.7) 1G ToR Sw -1 (172.20.0.8) 1G ToR Sw -2 (172.20.0.9) oK
Latency (now): 0.47ms > Latency (now): 0.41ms \ Latency (now): 0.69ms / Latency (now): 0.6ms

e
oK oK oK CK

Mgmt Rack - 2 (172.20.0.18) Mgmt Rack - 3 {172.20.0.19) Mamt Rack - 4 (172.20.0.20) Magmt Rack - 5 (172.20.0.21) Mgmt Rack - 7 (172.20.0.22) Mgmt Rack - 8 (172.20.0.23)

Latency (now): 0.68ms Latency (now): 7.79ms Latency (now): 0.72ms Latency (now): 0.64ms Latency (now): 0.73ms Latency (now): 15.74ms

CK oK CK oK CK oK
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Ornek Dashboard Ekranlar:

FOZPEMDOOT_NLO (172.20.1.31
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Ornek Dashboard Ekranlan

10OS Footureset CPU Lood

WS-C3S60CXK-SBXPD-S C3SO0CXKX-UNIVERSALKS-M

Termgpesature FPoweorsuappily Status

Swi, PST Normal, RPS NotExist

f omperstoreStatun

SWH1, Sensor# 1, GREEN

interface Status
GagobhitEthernatl /O
SagobitEthamel 7
Down
TenGigashit Btharmat1 /01

Down

GigabitEthernet1/0/1

1 Gbps
Last Chango
03:31:55
GigabitEthemet1/0/2
OporStaties

Down

01-56-08

SigobitEthomer /02
Down
SigabntEhomer /) O/8
Down
TonGigabitEthaomet )0/2

Down

SigabanEthermuet /03
Down
MO
Up
TenfGigobnEthormet 1 )0 7

Down

Gigabitftharmeti/70/4
Down
StackPorty
Down

TonSigabdEthometT /000

Down

GligabnEthomet11/0/7 Traffc

Gigabit&Ethemnmet 1 /002 1

ShigabstEtheonor ¥ /0,409
Down
SrmckSub-S13-1

Down

Wisnsy

Up

SagonitEthernetl Oy 6
Down
SthickSub-S5 -2

Down




ashboard Ekranlar

128.3 GB




Ornek Dashboard Ekranlan

oe Linux Servers «

X

Mamory Mamory Distribution

20180827 05:01:40
31.58 Gi
862 20 \MSD
UL 274G

Availatie

Processes

s P1OCOMM # runnalie sinn

Frocesses tocked waiting for O 1t




Ornek Dashboard Ekranlari

DB (POSTGRE SQL )TAKIP EKRAN




